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STATEMENT TO THE PIC COMMISSION OF INQUIRY 

_________________________________________________________________________ 

 

I, the undersigned 

 

     SIMPHIWE HECTOR MAYISELA 

 

do hereby state as follows: 

 

PREAMBLE 
 

1. I provide this statement voluntarily with the purpose of assisting the PIC 

Commission of Inquiry, chaired by former President of the Supreme Court of 

Appeal, Justice Lex Mpati.  

 

2. I was appointed by the PIC as a Senior Manager: Information Security, Risk and 

Governance on the 1st September 2017 and was put on suspension on the 20th 

November 2017. During my 2 months tenure at the PIC, I reported directly to the 

Executive Head of Information Technology (IT), Ms Vuyokazi Menye.  

 

3. I was dismissed following a disciplinary hearing, chaired by Adv Nazeer Cassim SC, 

on the 1st June 2018.  

 

4. I have 17 years of experience in the area of information security, risk and 

governance; 7 years of which have been in senior managerial positions, spanning a 

myriad of industry verticals ranging from Government, Gaming and Hospitality, 

Multinational Outsourcing, Banking, Telecommunication, IT Service Provider and 

Fund Manager. 
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5. I have a National Diploma in Information Technology from the University of South 

Africa, a Certificate in Information Technology Banking Learnership Programme 

(ITBLP) from the Tshwane University of Technology and a Master’s Degree in 

Computer Science specialising in Information Security from Rhodes University. I 

have written a number of articles published locally and internationally and have 

been honoured to represent South Africa at the 5th SABSA World Congress at 

Ireland in October 2013, as well as at the 2018 Africa Cyber Defence Summit in 

Nairobi, Kenya. I am currently concluding my Doctor of Business Leadership (DBL) 

degree with the UNISA Graduate School of Business Leadership. 

 

6. I am a Certified Information Systems Security Professional (CISSP), Certified 

Information Security Manager (CISM), Certified ISO27001 Lead Implementer, 

Certified Sherwood Applied Business Security Architect (SABSA), a Certified 

Payment Card Industry Professional (PCIP), and I am also Certified in Risk and 

Information Systems Controls (CRISC).  

 

7. My role as Senior Manager: Information Security, Risk and Governance involves, 

inter alia, the development and implementation of PIC’s Information Security and 

Risk Strategy. As per the attached job description (Annexure-A), one of my Key 

Performance Areas (KPAs) was to “continuously monitor and report on IT Security 

risks, cyber-attacks, IT Controls and the effectiveness of these controls”.  

 

8. During my 17 years in IT, I have been awarded the following accolades: 

 Award for Service Excellence & Going an Extra Mile – Awarded in 2006 by 

Standard Bank; 

 Award for Service Excellence – Awarded in 2006 by Standard Bank; 

 Top Performer’s Award – Awarded in 2007 by Standard Bank; and 

 Exceptional Contribution Award – Awarded in 2014 by UCS Solutions. 

 

GENESIS 

 

1. On the 5th September 2017, the Executive Committee (EXCO), EXCO invitees and 

Senior Managers of PIC had a strategic planning session at  

“Diep in die Berg” in Pretoria East. At about 13:00, after we had our lunch break and 

as we were about to go back to the Boardroom where the session was held, the 
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Chief Financial Officer (CFO - Ms Matshepo More) and Executive Head of Human 

Resources (Mr Christopher Pholwane) approached Ms Vuyokazi Menye who was 

sitting with me. Ms Vuyokazi Menye asked me to stand up so she can formally 

introduce me to the CFO, as it was still my 3rd day at PIC. As Ms Vuyokazi Menye 

was about to introduce me, the CFO and EH: HR advised Ms Vuyokazi Menye that 

they have an urgent and highly confidential request for her. They instructed her, in 

my presence, to immediately block and not release all the emails with subject “PIC 

CEO FUNDS GIRLFRIEND” that were being received by some employees at PIC. 

Ms Vuyokazi agreed to the instructions and advised Mr Chris Pholwane and Ms 

Matshepo More that she will speak to her IT Security Team and that she will inform 

them via email after the IT Security team has blocked all the emails that had the 

aforementioned subject. Ms Vuyokazi Menye then introduced me to Mr Chris 

Pholwane and Ms Matshepo More by saying that I will be heading the IT Security 

Team.  

 

2. At this juncture, I did not pay much attention to the request nor to the contents of the 

email. I simply regarded this as a normal request to block spam. 

 

 

3. At 13:50 on the 5th September 2017, I received an email from Ms Vuyokazi Menye 

(Annexure-B) that was sent to the IT Security Team requesting us to block, blacklist 

and not to release any emails with that subject “PIC CEO FUNDS GIRLFRIEND”. 

Both Mr Chris Pholwane and Ms Matshepo More were copied on that email request. 

 

4. At 14:52 on the 5th September 2017, I received another email from Ms Vuyokazi 

Menye (Annexure-C) confirming to Ms Matshepo More that her instructions have 

been executed accordingly and that the emails have been forwarded to the CEO 

together with the list of all the people who were intended recipients of the email. 

 

 

5. On the 13th September 2017, another email was received from “James Nogu” with 

the subject “PIC CEO FUNDS GIRLFRIEND” (Annexure-D), containing damaging 

allegations of criminal conduct on the part of the CEO of PIC. However on this 

occasion, it appeared that the email was sent to a wider list of recipients (i.e. all the 

email distribution lists at PIC). The email contained an attachment with the filename 

“PAID.pdf” (Annexure-E), which was a memorandum written on a PIC letterhead, 

dated 16 September 2016, seeking approval for the PIC to lease an education and 
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healthcare mobile units from Mobile Specialised Technologies (MST) Group as part 

of PIC’s Corporate Social Responsibility (CSR) and Corporate Social Investment 

(CSI) strategy. 

 

6. On the same day (13th September 2017), I received instructions from Ms Vuyokazi 

Menye to conduct an investigation to determine if the “James Nogu” email originated 

from the PIC’s internal network.  

 

7. At 23:58 on the same day, I responded with an email containing a summary of my 

findings (Annexure-F). During my investigation, I established that the email was 

composed using RoundCube client (which is a webmail interface) and that the email 

was last relayed by a mail server (named “mailgate.wmi2.net”) that is hosted in 

France based on its IP address (163.172.31.136). This IP address was found to 

belong to a French Internet Service Provider (ISP) called “Online S.A.S”. I then 

requested that we block the IP address of the sending mail server (i.e. 

163.172.31.136) on our mail gateway (Mimecast). On my email, I further 

recommended that we obtain a Section 205 subpoena that should be served to both 

the ISP and webmail using the same SAPS case number. I also explained that the 

Section 205 subpoena can only be served by a member of SAPS once a case has 

been registered. I then attached an example of Section 205 subpoena that is used for 

the purpose of obtaining web browsing logs from an ISP as I was previously 

employed by an ISP (Internet Solutions) and similar subpoena’s were served to me in 

my capacity as Group Information Security Officer.   

 

MANDATE FOR OPENING A CRIMINAL CASE WITH THE POLICE 

 

1. On Friday, 28th September 2017; the Executive Head of IT (Ms Vuyokazi Menye), 

myself and one of the Senior Security Engineers (Mr Timothy Marobana) met with 

the CEO at the CEO’s office to discuss the emails that were purportedly sent by 

“James Nogu”. Also present during this meeting was the Executive Head of HR (Mr 

Christopher Pholwane). 

 

2. During the meeting, Mr Timothy Marobana opened one of the emails received from 

“James Nogu” on the 13th September 2017, with the subject “PIC CEO FUNDS 

GIRLFRIEND”, and demonstrated to everyone who was present how to investigate 

the source of the email using the email header; 
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3. During this demonstration, Mr Timothy Marobana advised the CEO that the email 

header only shows the translated1 IP address. As such, the originating IP address 

cannot be found. 

 

4. However, using the information provided by the email header, Mr Timothy Marobana 

showed the CEO the location where the email was sent. The location could be 

identified as: 

Interface Holdings (Pty) 

25 West Street | Houghton 

Johannesburg 

2198 

 

5. Interface Holdings (also known as “iFace”) is an integrated online media company 

that houses digital brands including Webmail. In essence, Webmail and Interface 

Holdings are the same company and this is consistent with the information provided 

to Ms Vuyokazi Menye in an email containing a summary of my findings (Annexure-

F) where I mentioned that Webmail is one of the institutions that should be served 

with a Section 205 subpoena. The other institution being “Online S.A.S” located in 

France. 

 

6. I then advised everyone who was present in that meeting that to get the source IP 

address as well as the sender details, a Section 205 Subpoena is required. However, 

this will require a case to be opened with the SAPS. 

 

 

7. The CEO (Dr Daniel Matjila) then gave me the mandate to open the case in order to 

pursue the Section 205 route. This mandate was given in front of everyone who was 

present during that meeting. 

 

8. After receiving the mandate, I contacted Brigadier Piet Pieterse2 who referred me to 

Colonel Yolanda Gair. Col Yolanda Gair assisted me with opening an enquiry (CCI 

6/09/2017) on the 29th September 2017. Col Yolanda Gair sent an SMS at 4:22 pm 

                                                            
1
 Network Address Translation is a technique used to masquerade the source internal IP address with an IP address that is routable on the 

Internet. 
2
 Brigadier Piet Pieterse was contacted directly when an enquiry was opened. It is a best practice requirement, as specified in ISO27001

2
, 

for the IT security function to maintain a list of contact with the authorities to address issues of cybercrime and other IT security 
related matters 
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on the same day (Annexure-G) confirming that an enquiry has been opened and that 

the enquiry has been assigned to Lt-Col Steynberg. The SMS had the following 

details: 

 

 

“Hi Simphiwe, I will send you a mail with all the detail. Col Steynberg will attend to 

your matter on Monday. Your enquiry is 6/09/2017. It is also very crucial that you 

open a case at the Police Station so that your case can be investigated by the right 

unit! Our office will attend to the Cyber element in the meantime. Regards Col Gair”. 

 

9. On the 29th September 2017, immediately after opening the enquiry, I sent a text 

message to Ms Vuyokazi Menye with the following details: 

 

“Update from SAPS: An enquiry has been logged with SAPS Cybercrime Unit. 

Enquiry Number: 6/09/2017. A docket with case number will be opened on Monday 

by Colonel Steinberg. Tnx, Simphiwe”. 

 

10. On Monday, 1st October 2017; I went to the Garsfontein Police Station but failed to 

open the case because the PIC offices fall outside of the Garsfontein Police Station’s 

jurisdiction. The Police officials advised me to go to the Brooklyn Police Station 

instead. 

 

11. On Tuesday, 2nd October 2017; I opened a case at the Brooklyn Police Station and 

recorded the attached “first statement” (Annexure-H). As mentioned on this first 

statement this case was opened for the purpose of obtaining a Section 205 

subpoena. 

 

  

12. It should be placed on record that the case was registered as a Corruption case by 

the SAPS (not by me) based on the allegations made on the content of the email. 

When the Police officer who was registering the case did not know which charge to 

assign to the case, I asked him to speak to Lt Steynberg (who had previously opened 

the enquiry with reference CCI 6/09/2017) over the phone. Lt Steynberg advised the 

Police officer who was registering the case over the phone to assign it a charge of 

“Corruption” because the content of the email is about corruption. 
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13. At this time, the charge of “corruption” was assigned to the case to achieve the 

objective of getting a Section 205 Subopena in the quest to investigate the Sender. 

At this moment, I was solely acting on the instructions of the CEO and it did not occur 

to me that investigating the Sender may be unlawful within the provisions of 

Protected Disclosure Act. Furthermore, at this moment, I had not enlisted my 

cooperation with members of the SAPS into a substantive corruption investigation 

into the contents of the James emails. My sole objective was to obtain a Section 205 

Subopena in the quest to identify the Sender. 

 

 

 

14. While I became aware of the corruption charge on the 2nd October 2017, my 

understanding at that point in time was that this will be a corruption case to 

investigate the Sender (as per the mandate granted by the CEO), and not a 

corruption case targeting the CEO. This understanding was informed by the fact that 

whistleblowing (i.e. “James Nogu” being a potential whistleblower) and corruption 

often go hand-in-glove. As such, I did not feel the need to communicate to the CEO 

(nor to Ms Vuyokazi Menye) that there was a charge of corruption because the CEO 

was not the target, at the time. 

 

15. At 11:13am on the same day that the case was opened (i.e., 2nd October 2017), I 

received the following text message from the SAPS confirming the Case Number: 

 

 

“Message from SAPS: Case registered on 2017-10 – 02 at Brooklyn ref nr CAS 

 19/10/2017. Station contact detail: 012 – 3661700. Do not reply to this”. 

 

16. It should be noted that the above text message did not specify the charge of 

corruption. 

 

17. I then forwarded the text message to Ms Vuyokazi Menye who in turn forwarded the 

same text message to the CEO at 11:37am, informing him about the case (CAS 

19/10/2017) that has been opened. The CEO then acknowledged receipt of the text 

message by replying: 

 

“Thanks Sisi”. 
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CIRCUMSTANCES LEADING TO MY COOPERATION WITH THE POLICE 

1. On Friday, 06 October 2017, as we were attending the Board strategic planning 

session at Magalliesburg, I received a call from a Col Nama, who requested a 

meeting with me at the Offices of the Provincial Commissioner regarding the case 

that I opened at Brooklyn Police Station on the 2nd October 2017.  

 

2. Col Nama requested the meeting be held on the 13th October 2017 at the Office of 

the Provincial Commissioner, 16 Empire Road, Parktown, Johannesburg. 

 

 

3. After receiving the call from Col Nama, I informed Ms Vuyokazi Menye about the call 

and I also indicated to her that I was concerned about this call from the SAPS 

Provincial offices because the case to investigate the sender of the James Nogu 

emails was registered at Brooklyn Police Station. As such, I did not understand why 

this call came from the SAPS Provincial office in Parktown. Ms Vuyokazi Menye then 

asked me to also inform the CEO verbally about the details of the call from Col Nama 

and to also put my concerns in writing.  

 

4. I approached the CEO during a coffee break to inform him about the call. I also put 

my concerns in writing in an email with subject “Update on the James Nogu emails” 

(Annexure-I).  

 

 

5. On the same day that I received a call from Col Nama (6 October 2017), I also 

received a call from Lt Steynberg who wanted to give me an update on their 

investigation. Lt Steynberg advised that since the Internet Service Provider (called 

Online S.A.S ) hosting the mail server that relayed the email from ‘James Nogu’ is 

situated in France, a Mutual Legal Assistance Treaty (MLAT) will be required 

between France and our National Prosecuting Authority. Through this cumbersome 

MLAT process, Online S.A.S can be subpoenaed to release all the information 

relating to the sender of the email. However, the aforementioned process can only be 

executed if there is possible suspicion of transgression. Unfortunately, in our case 

there is no possible suspicion that ‘James Nogu’ committed an offence.  

 

6. The contents of my dialogue with Lt Steynberg were captured on the same email 

sent to Ms Vuyokazi Menye with subject “Update on the James Nogu emails” 

(Annexure-I). 
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7. In his forensic report and during the PIC Commission of Inquiry, Mr Frans Lekubo 

testified that I misled the PIC by mentioning that the Internet Service Provider is 

located in France and that an MLAT is required. I cannot understand how I misled 

PIC when all I did was to relay verbatimly the feedback I received from Lt Steynberg 

about their Police investigation. 

 

8. The meeting with Col Nama, Provincial Head of Commissioner (Brigadier Modise), 

Ms Vuyokazi Menye and myself was held at the Office of the Provincial 

Commissioner on Friday the 13th October 2017 as scheduled. Brigadier Modise and 

Col Nama mentioned that they were under the impression that the person who 

opened the case (i.e. Senior Manager: IT Security) was also same person who made 

allegations of corruption on the emails (i.e., “James Nogu”), and that they wanted to 

make sure that he is protected, as a whistleblower, under the Protected Disclosures 

Act 26 of 2000.  

 

 

9. I then explained to the Police that I am not “James Nogu” and that I was instructed by 

the CEO to register the case in an effort to investigate the Sender. I also advised the 

Police that the mandate from the CEO was clear and it was that of registering a case 

to investigate the Sender of the “James Nogu” emails. 

 

10. At this juncture, Ms Vuyokazi Menye excused herself from the meeting to get 

something to eat. Brigadier Modise also mentioned that the meeting was between the 

person who opened the case (i.e. myself) and the members of SAPS. 

 

 

11. Acting on the advice given to me by Brigadier Modise, I wrote a further statement 

(Annexure-J) to clarify the misunderstandings that Col Nama and Brigadier Modise 

had at the time. The clarity provided by the further statement is that the case was 

originally opened to assist in finding the Sender, as per the instructions given to me 

by the CEO on the 28th September 2017.  

 

12. The further statement cleared the misunderstanding that the case was originally 

opened to lay a corruption charge against the CEO, a fact that Adv Nazeer Cassim 

SC seemed not to accept in his Disciplinary Hearing Judgement.  
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13. To further clear any misunderstanding, Col Nama compiled a letter on a SAPS 

letterhead (Annexure-K) setting out precisely how the case ended up being 

registered as a Corruption Case. The contents of this letter were, unfortunately, 

completely ignored by SC Adv Nazeer Cassim when making a ruling during my 

Disciplinary Hearing. 

 

14. In this letter dated 16 November 2017, Col Nama clearly stated that: 

 

“the case could not be closed immediately as well as doing so would be contrary to 

the provisions of the Prevention and Combating of Corrupt Activities Act, Act no 12 of 

2004”. 

 

15. During the meeting, Col. Nama and Brigadier Modise mentioned that SAPS would 

investigate the allegations that constituted the contents of the email instead of 

investigating the identity of the Sender. They made an example with an anonymous 

phone call tip-off made to the Police about a house that manufactures drugs. They 

explained that, upon receiving such an anonymous tip-off, the Police immediately 

rushed to the house that is alleged to manufacture drugs instead of investigating who 

the anonymous caller is.  

  

16. They further explained that the identity of the person who sent whistle-blowing emails 

to the PIC (i.e. “James Nogu”) will not be disclosed (neither to the PIC nor to myself) 

because doing so would only discourage ordinary citizens from interacting 

anonymously with the law enforcement agencies in the fight against crime. 

 

 

17. At this point, I pledged my commitment to assist the SAPS in providing them with 

information to investigate the allegations made by “James Nogu” (the whistle-blower) 

in his emails. Brigadier Modise mentioned that it would benefit the investigation if 

they have someone internally within PIC who can assist with supporting evidence.  

 

18. I made this decision partially because I could not envisage effectively thwarting an 

investigation into serious allegations that SAPS apparently took seriously. It was also 

partially because the contents of the James Nogu email had themselves started to 

weigh upon me. While I was not in a position to pass judgment on their complete 
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truthfulness, the allegations were so detailed and categorical (and thus readily 

rebutted if untrue) that I believed they could not be dismissed as mere scandalising. I 

was struck by the fact that the PIC’s approach up until this time was primarily to 

identify and sanction the Sender and not transparently justify the processes by which 

impugned investment decisions were made. To put it colloquially, I myself, began to 

smell a rat and question whether the instructions given to me to identify James Nogu 

where proper or designed as part of a cover-up. As a person newly appointed to the 

PIC, this was a rather bewildering and daunting situation. 

 

19. After reflection and trying to balance my competing obligations, one to my employer 

(the PIC) and the other to an organ of state charged with investigating crime (SAPS), 

I enlisted my cooperation with the SAPS corruption investigation. This was on the 

basis that I may, during the course of my employment and given the nature of my 

role, have access to confidential information that may assist with the Police with their 

investigation in the fight against corruption 

 

20. From this day onwards, I accessed confidential documents which I believed could 

assist the Police with their investigation. None of the confidential documents that 

were retrieved from PIC were used for my own personal gain. 

 

 

21. It should be noted that from the 13th October 2017 going forward, I also refrained 

from disclosing information about the case to my manager, Ms Vuyokazi Menye. 

However, I did share the further statement with Ms Vuyokazi Menye when she 

requested it on Monday, 16 October 2017. The reason for this is that she was 

present at the Office of Provincial Commissioner when the further statement was 

written. Ms. Menye returned to the meeting after buying food while we were finalising 

the further statement, mentioned above. 

 

 

22. All the confidential documents that I accessed during my course of work, some of 

which were found by Naledi Advsiory Services during their forensic investigation, 

were shared with the relevant members of the SAPS within, what I understand to be 

the provisions of Protected Disclosure Act and/or my obligation to assist the police in 

a criminal investigation. 
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23. The decision to enlist my cooperation with the members of the SAPS was made in 

line with clause 19.5 of the PIC Fraud, Corruption and Nepotism Prevention 

Policy, where it states under clause 19.5.1 that: 

 

“An employee can be protected under the Whistleblowers Act if they make wider 

disclosures, for e.g. to the police”. 

 

REASONS FOR NOT DISCLOSING TO THE CEO AND BOARD ABOUT POLICE 

INVESTIGATION 

  
1. The activities pertaining to the progress of the criminal investigation against the CEO 

were not disclosed to the CEO because doing so would, I believed, have obstructed 

the ends of justice as the CEO was and still is the subject of the investigation. Given 

the nature of the corruption allegations in the James Nogu emails, which alleged a 

level of Board connivance in possible corruption, I also reasonably believed that 

going to the Board might have the same negative effect on the effectiveness of the 

criminal investigation.   

  

 

2. The activities pertaining to the progress of the criminal investigation against the CEO 

were also not disclosed to the Board because I had every reason to believe that the 

Board was conflicted if not supine towards the CEO. As stated above, members of 

the previous Board were potentially implicated by the “James Nogu” allegations too, if 

not in corruption, then in very serious failures to exercise their fiduciary duties. 

 

3. The fact that the Board would be no refuge for me also seemed apparent from their 

generally incurious attitude to the substance of the James Nogu emails even after 

parts of this email were confirmed. For example, when the Board was made aware 

by the Executive Head of Internal Audit that some of the allegations made by 

“James Nogu” (the whistle-blower) were indeed true, no sanction was issued 

against the CEO. I refer here to the payment to Ms. Pretty Louw that the CEO 

arranged. The minutes (Annexure-L) of the PIC Board Meeting held on Friday, 29 

September 2017 outline (in Section 7) that the Executive Head of Internal Audit 

confirmed the allegation that the PIC CEO effectively instructed a Director of a PIC 

Investee Company (Mr Mulaudzi) to settle the debt of an associate of the CEO. 
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Only a wilfully blind Board, I believe, would fail to see that the quid pro quo for Mr. 

Mulaudzi making this payment was, in all likelihood, further PIC favour. 

 

 

4. The Board also failed to execute its fiduciary duties by not reporting the internal 

audit findings to the Shareholders or to the Authorities immediately after being 

made aware of the corrupt activities (or credible suspicions thereof) by the PIC 

CEO. According to the provisions of Section 34 (1) of the Prevention and 

Combating of Corrupt Activities Act 12 of 2004: 

 

“any person who holds a position of authority (defined in section 34(4) of the Act), 

who knows or ought reasonably to have known or suspected that any other person 

has committed an offence (of corruption) in terms of sections 3 to 16 or 20 to 21 of 

the Act or theft, fraud, extortion, forgery or uttering of a forged document involving 

an amount of R100 000,00 (one hundred thousand rands) or more, must report 

such knowledge or suspicion or cause such knowledge or suspicion to be reported 

to any police official”. 

 

 

5. It should be noted that these minutes were later ‘doctored’ or sanitised to remove any 

information that may, at a later stage, have implicated the CEO.  

 

 

6. The PIC, incidentally, submitted the ‘doctored’ version of the minutes during my 

Disciplinary Hearing. When my legal representative (Adv. Ngcukaitobi) brought into 

the attention of the Chair of the Hearing (Adv. SC Nazeer Cassim) that PIC 

presented “doctored” minutes of the Special Board 

Meeting held on the 29th September 2017, the PIC Board responded by 

suspending the Company Secretary, Ms Bongani Mathebula, suspecting that she 

was the one who leaked the minutes to me. 

 

7. All three versions of the minutes were part of confidential documents shared with the 

SAPS after I have enlisted my cooperation with the Police. 

 

 

8. The list of reasons why the Board at the time could not be trusted goes on. The 

Board of PIC could not be trusted because they were in violation of their own Policy. 
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Clause 7.15 of the PIC Fraud, Corruption and Nepotism Prevention Policy 

echoes the Corrupt Activities Act by placing a duty to report any corrupt transactions, 

or suspicions thereof, involving R100 000,00 or more to the Police. However, the 

Board of PIC failed to comply with this policy in respect of the R300,000.00 payment 

Mr. Mulaudzi made at the direction of the PIC CEO to an associate of the CEO under 

the strongly implied and understood inducement of further PIC favour. 

 

9. Subsequent to the Special Board Meeting held on the 29th September 2017, another 

Special Board Meeting was called for the 6th October 2017. During this meeting, the 

Board made a decision that “any further investigations into the whistle-blowing report 

be stopped”. By then, the Police investigation had started to touch on the substance 

of the “James Nogu” allegations and not only on the identity of the Sender. This 

decision is captured on clause 6.3 of the minutes titled “Minutes of the Special Board 

Meeting held on the 6th October 2017.pdf” (Annexure-L). A Board that passes a 

decision to stop such an investigation with proper scope cannot be trusted. 

 

 

10. Instead of the Board requesting a full investigation on the allegations made by 

“James Nogu”, the Board, through the resolution made at the Audit and Risk 

Committee on the 28th November 2017, opted to investigate the Sender (thereby 

violating the Whistleblowers Act) and to lay spurious charges against both myself and 

Ms Vuyokazi Menye. This can be construed as an attempt to deflect attention away 

from the allegations made by the whistle-blower (i.e. “James Nogu”). 

 

WHITCH HUNT 
 

1. On the 18th September 2017, the CEO of PIC met with an IT Service Provider called 

Business Connexion (BCX), to investigate the source of “James Nogu” email. BCX 

subcontracted the services of Sensepost and Naledi advisory services.  

 

2. Ironically, there is no evidence suggesting that formal procurement processes were 

followed in sourcing the services of BCX, Naledi Advisory Services and Sensepost. 

As such, engagements with these service providers could be in violation of the 

Public Finance Management Act (PFMA). 

 

3. It should be also noted that under the provisions of the Whistleblowers Act: 
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“Whistleblowers are provided with an exclusion of liability from, amongst other things, 

disciplinary action in respect of acts prohibited by any other law, oath, contract, 

practice or agreement requiring him or her to maintain confidentiality or otherwise 

restricting the disclosure of the information with respect to a matter”. 

 

It would be better for the legal team of the PIC Commission of Inquiry to address this 

matter in more theoretical details than I am capable of. However, I do believe that the 

investigation and subsequent disciplinary action, after it was known that I was 

cooperating in a police investigation against the CEO, was nothing short of an effort 

to pierce the protections the Protected Disclosure Act provided me. 

 

4. Notably, even after finding me guilty for breaching my duty of good faith towards the 

PIC by not informing the CEO that he was under a criminal investigation in which I 

was a source, Adv. Nazeer Cassim SC admonished the CEO for directing the 

forensic investigation into me when he was obviously conflicted. This passage reads 

as follows:  

“Insofar as this matter is concerned, the CEO should have extricated himself 

completely from any investigation or any connection with those involved in any facets 

of this matter. Fundamentally, the CEO erred when he engaged the employee and 

his immediate superior to investigate the identity and/or source of the Nogu email. 

That should have been a task outside the domain, interference and control of the 

CEO.” 

 

 

5. I should also note that during this forensic investigation into the identity of James 

Nogu, which was later extended to also identify persons within the PIC that are 

talking to Police; an email account with super administrator privileges was created for 

Mr Frans Lekubo from Naledi Advisory Services on Mimecast on the 20th October 

2017. Super administrator privileges allow for the viewing of the content of the emails 

and its attachments for all PIC users, even for the users that are outside the scope of 

the investigation.  

 

6. It should be placed on record that the forensic investigation was irregular for other 

reasons too. Super admin privileges are like the keys to every lock in the PIC’s email 

system. During my disciplinary hearing, I referred to this level of access as ‘keys to 

the kingdom”. This level of access, afforded to an outsider, was overbroad, 
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irresponsible, unnecessary for the investigation and constituted a grave risk to the 

integrity of the PIC and its systems, whose effects down the line may never be 

known. 

 

 

7. This request to Mimecast was made by the CEO on the 20th October 2017 

(Annexure-N), and it was specified within that letter that the investigation was for the 

period: 01 July 2017 to 20 October 2017, and the following PIC employees were 

listed as individuals to be spied on: 

i. Ms Vuyokazi Menye (Executive Head: IT); 

 

ii. Mr Paul Magula (Executive Head: Enterprise Risk); 

 

iii. Ms Bongani Mathebula (PIC Company Secretary); 

 

iv. Ms Pamela Phala (Senior Manager: Legal); 

 

v. Mr Lufuno Nemagovhani (Executive Head: Internal Audit); and 

 

vi. Mr Ernest Nesane (Executive Head: Legal). 

 

8. I detected this suspicious email account belonging to Mr Frans Lekubo using my own 

super admin privileges that were authorised by Ms Vuyokazi Menye via a letter 

written to Mimecast on the 2nd November 2017 (Annexure-X) authorising my access. 

This email account did not conform to the PIC’s standard naming convention, hence 

it was easy to detect it. 

 

9. Ms Vuyokazi Menye authorised my super admin privileges on the 2nd November 2017 

so that I can retrieve all digital evidence of James Nogu emails. I retrieved all digital 

evidence of James Nogu emails and copied them to a compact disc (CD). The CD 

was the collected by a member of SAPS (Lt-Col Machiva) from the PIC premises in 

Pretoria East.  

 

10. The Police advised that this digital evidence of James Nogu emails was to be handed 

over to the Forensic Science Laboratory (Cyber Crime Unit) under the auspices of 
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Captain Khan. To confirm receipt of digital evidence, the Police issued me with the 

“EXHIBIT FOR EXAMINATION” letter dated 2 November 2017 (Annexure-Y)  

 

11. After I discovered this suspicious account belonging to Mr Frans Lekubo 

(frans@pic.gov.za), the Executive Head of IT wrote another letter to Mimecast on 

the 7th November 2017, requesting for this account to be purged. However, this 

request was rejected outrightly by the CEO. 

 

 

12. The CEO wrote a letter to Mimecast on the 17th November 2017, requesting 

Mimecast to withdraw all requests that were authorised by the Executive Head of 

IT. 

 

 

13. In addition to spying on the Executives, the CEO instructed Sensepost to plant a 

rogue wireless access point (“Evil twin”) to intercept traffic and to capture login 

credentials belonging to PIC employees. This was done without the knowledge of IT 

department and therefore the instruction was inappropriate. Sensepost claimed that 

domain credentials (i.e. username and password) belonging to me were 

compromised. I contested this claim with Ulricht Swart (the Engineer from Sensepost, 

who conducted the penetration test), via email on the 2nd November 2017. After this 

query, Sensepost admitted their untruthfulness and a revised report was then re-

issued on the 6th November 2017. In view of this, I have every reason to believe that 

I may have been the target of this “Evil Twin”. 

 

14. According to the initial Statement of Work from BCX (Annexure-O), signed by the 

CEO of PIC on 22 September 2017, the engagement with BCX and its affiliates 

would cost PIC an amount of R966 300,00. Subsequent to this, PIC further engaged 

Naledi Advisory Services, through a letter of engagement dated 8 October 2017 

(Annexure-P), to conduct a forensic investigation into circumstances relating to the 

opening of a corruption case against CEO of PIC. The costs of this engagement were 

set at R256 000,00. 

 

15. PIC continued to engage Naledi Advisory Services at a combined hourly rate of R3 

200,00 per hour, to find additional allegations that they can use against me while the 

hearing is still pending. In view of this, PIC spent way in excess of R1.5 million to 

mailto:frans@pic.gov.za
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charge myself and Ms Vuyokazi Menye, instead of investigating the accuracy of the 

allegations by “James Nogu” made against the CEO. 

 

 

 

DISCIPLINARY HEARING JUDGEMENT 

1. The nub of my defence during the hearing was that I took an undertaking to 

cooperate as a whistle-blower and source to the Police. This undertaking was made 

during the meeting with the Police on Friday the 13th October 2017 at the Office of 

the Provincial Commissioner, 16 Empire Road, Parktown. In his ruling, Adv. Nazeer 

Cassim SC completely ignored this defence. Instead, Adv. Cassim SC reflected my 

defence as being that I was instructed by SAPS not to reveal to PIC that a case of 

corruption has been opened. This is bizarre in that it would be unreasonable for 

SAPS to instruct me to inform the CEO of PIC that he is currently under investigation. 

 

2. Even though I testified during the hearing that an undertaking to cooperate with the 

Police was made on the 13th October 2017, Adv. Cassim SC kept on referring to the 

2nd October 2017 (i.e. the date when the case was opened) and not when the 

undertaking was later made, or when I took the decision to assist the Police as 

described above.. There was no way that I could have deliberately withheld any 

information from my employer on the 2nd October 2017 as Adv. Cassim SC alluded to 

in his ruling. This is because on the 2nd October 2017, I had no knowledge that the 

Police will opt to investigate the allegations made against the CEO instead of 

investigating the Sender – that knowledge was only gained on the 13th October 2017.  

 

3. That is, on 2 October 2017 there was no corruption case against the CEO per se. As 

such, there was nothing that I deliberately withheld on 2 October 2017. I only started 

to deliberately withhold information after my meeting with the SAPS, which took place 

on the 13th October 2017. This is a pertinent fact that is absent in Adv Nazeer 

Cassim’s ruling, which ultimately led to my dismissal. I submit that the decision to 

withhold information at that later date was justified as my contractual duties where 

dwarfed by other superseding duties in the context I have tried to outline above. 

 

 



19 
 

 

 

 

CONFIDENTIAL DOCUMENTS FOUND IN MY POSSESSON 

 

1. During the course of my employment, I gained access to sensitive documents that 

confirmed some of the allegations made by “James Nogu”. These documents were 

shared with the SAPS Investigating Officer under the provisions of Protected 

Disclosure Act as well as my obligation to assist the Police in the detection of serious 

crime. This explains why I was later charged with possession of sensitive documents. 

I was actually charged for cooperating and for acting within the obligations of the 

SAPS. I was still acting within my obligations, superseding mere contract law, with 

SAPS.  

 

2. The information that I shared with the Police led to the Police issuing a subpoena to 

PIC and to the Chairperson of the Board requesting them to furnish the Police with 

particular information that was relevant to their investigation. 

 

3. I would like to place on record that the full extent of all confidential documents will not 

be disclosed during this Commission as doing so may jeopardise the pending Police 

investigations against Dr Dan Matjila as well as the pending litigation against PIC as 

my disciplinary hearing outcome has been referred to the Labour Court. 

 

4. My matter was referred to the Labour Court on the basis that Labour Court has 

exclusive jurisdiction on matters relating to Protected Disclosure Act. The CCMA 

does not have this jurisdiction. My dismissal is deemed "automatically unfair 

dismissal" (as contemplated in Section 187 of Labour Relations Act) because it is in 

violation of Section 3 of Protected Disclosure Act, which states that: 

 

“No employee may be subjected to any occupational detriment by his or her 

employer on account, or partly on account, of having made a protected disclosure.” 
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5. My testimony will focus primarily on the confidential documents that were found by 

Naledi Advisory Services during their with-hunt exercise. 

 

6. It should be placed on record that all confidential documents found in my possession 

by Naledi Advisory Services, in an electronic format, were accessed pursuant to Ms 

Vuyokazi Menye having authorised me to have super admin privileges on our email 

archiving and security gateway (Mimecast).  

 

7. Ms Vuyokazi Menye authorised my super admin access privileges in a letter written 

to Mimecast on the 16th November 2017 (Annexure-Q). In this letter, Ms Vuyokazi 

Menye requested Mimecast to grant me super admin access privileges on a 

permanent basis. The reason for permanent access was to simplify and expedite the 

process of elevating to super admin access on a permanent basis. As stated above, 

similar access was authorised for me on the 2nd November 2017. 

 

8. A confidential document titled “LMA Risk Participation” (Annexure-Q), that concerns 

a transaction between Deutsche Bank and PIC on behalf of Government Employee 

Pension Fund (GEPF), was found on my laptop. This document was shared with the 

SAPS as it was never intended for my own personal agenda.  I believe that I had 

reasonable justification for accessing and sharing this document with the Police as it 

could assist the Police with investigations into PIC transactions, particularly those 

approved exclusively by the CEO. My version that I accessed this file pursuant to Ms 

Menye having authorised me to access information still stands.   As such, I believe 

that the Adv. Cassim SC’s finding that I did not have reasonable justification for 

accessing and retaining this document is wrong and based on considerations that are 

too narrow. 

 

 

9. I also accessed and shared with the SAPS a letter of appointment of Naledi Advisory 

Services. This document relates to the opening of the corruption case against the 

CEO. This document was accessed pursuant to Ms Menye having authorised me to 

access information (i.e., during the same period when Mr Mayisela accessed the 

confidential document titled LMA Risk Participation). Since this document related to 

the opening of the corruption case against the CEO, it seemed relevant to the type of 
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information that would assist the SAPS with their investigation.  As such, Adv. 

Cassim SC’s findings that I did not have reasonable justification for accessing and 

retaining this document are, as I am advised, wrong. 

 

 

10. I also accessed and shared with the SAPS a spreadsheet document containing 

recent salary adjustment figures for all PIC employees (Annexure-R). The motive for 

accessing this spreadsheet was informed by other allegations that were raised by 

“James Nogu” - allegations on victimisation of PIC employees and unfair selection 

process for granting bonuses and salary adjustments to PIC employees. This 

spreadsheet confirmed the unfair criteria used to award salary increases. For 

instance, Mr Brian Mavuka, General Manager: Finance, whose relationship with the 

Chief Financial Officer (Ms Matshepo More) dates back since their days as Deloitte, 

was awarded a gross salary increase of almost one million rand (i.e. R957 975,00) 

without any sound justification for such an obscene amount of adjustment. 

 

11. It should be noted that the anonymous whistleblower (“James Nogu”) dealt with a 

number of allegations. Some of the allegations were not interrogated further by the 

Board of PIC including the above-mentioned allegation that dealt with employee 

victimisation and an unfair process of granting bonuses and salary adjustments. For 

instance, the allegations outlined on the “James Nogu” email dated 20th September 

2017 (Annexure-R) were never interrogated. 

 

PRE-CAUTIONARY SUSPENSION 

 

1. The Executive Head of IT and I were put on precautionary suspension on the 20th 

November 2017. We were called separately into the CEO Boardroom. Present in the 

Boardroom was the CEO and Executive Head of HR. 

 

2. Both the letters of suspension were already signed by the Executive Head of HR 

when they were handed to the Executive Head of IT and myself, by hand. 
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3. The Executive Head of IT and I were not given an opportunity to read the contents of 

the letter, even when we requested at least one day to go through the contents of the 

letter and respond accordingly. 

 

4. At the time, the contents of the letter were very vague in that there we no clear 

allegations, and no charge(s) were specified. As such, the contents of the letter of 

suspension were not consistent with the contents of the notice of hearing letter. 

 

HEARING PROCEEDINGS 

 

1. The hearing commenced on the 14th December 2017 at the Maisels Chambers, 4 

Protea Place, Sandton. The Chairman of the hearing was Adv Nazeer Cassim SC. 

 

2. During the first day of Hearing (14 December 2017), the legal representative of PIC, 

Joe Mothibi, advised that there are additional charges levelled against me as their 

investigation was still ongoing. 

 

 

3. On the 15th December 2017, I was called into PIC offices to attend an interview with 

the forensic investigators appointed by PIC (i.e. Naledi Advisory Services). 

 

4. I attended with my legal representative, Eric Mabuza. 

 

 

5. Following the interview, which had all the hallmarks of a witch-hunt, I was charged 

with unauthorised access to sensitive documents intended for the CEO found on my 

computer as well as accessing a pornographic website on the 3rd September 2017 

(just one day after the commencement of my tenure with PIC). 
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6. Possession of sensitive documents is in line with the undertaking that I took with the 

SAPS in that I will provide any evidence implicating the CEO as a whistle-blower in 

this case.  

 

 

7. Accessing of pornographic website is in line with my job description of the Senior 

Manager: IT Security. As per the attached job description, one of the Key 

Performance Areas (KPAs) is to “continuously monitor and report on IT Security 

risks, cyber-attacks, IT Controls and the effectiveness of these controls”. After having 

received my new laptop, I checked if the laptop was properly configured and that all 

the IT Controls (i.e. anti-virus, web content filtering) were effective. By accessing 

pornographic website, I was checking if the same controls that block access to 

inappropriate website were effective when working remotely (i.e. from outside the 

office). When I discovered that those controls were ineffective, I immediately brought 

it to the attention of one of my security engineers (Clifford Motiang). We then 

implemented the necessary controls (i.e. McAfee Site Advisor) to address this risk. 

This assessment was done as part of the preparation of the Information Security 

Strategy document, which was due on the 15th September 2017.  

 

8. This charge was later withdrawn. I note that this piece of scurrilous information 

nevertheless found itself into the testimony of the forensic investigator, Mr. Frans 

Lekubo, before this Commission. 

 

 

9. I was also alleged to have forged my academic qualifications when applying for a job 

at PIC.  

 

10. The charge of falsifying academic qualifications was also withdrawn. 

 

11. On the second day of the hearing, which was held on the 18th January 2018, the 

Executive Head of HR mentioned under Oath that the Internal Audit investigation 
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cleared the CEO from the allegations made by “James Nogu” and that the Board took 

a decision to absolve the CEO from all allegations.  

 

12. The next hearing was supposed to be held on Thursday, 25 January 2018. However, 

PIC decided to postpone the hearing citing unavailability of the Chairperson as the 

reason for the postponement. Another reason why PIC decided to postpone the 

hearing is because they were very reluctant in sharing the Internal Audit Report as 

evidence for the hearing. 

 

 

13. Subsequent dates for the hearing were scheduled for the 11th, 16th and 17th April 

2018.  

 

14. The last hearing was held on Friday, 25 May 2018 and I was officially dismissed on 

the 1st June 2018. 

 

15. Following my dismissal, I have not been able to find employment as this matter has 

severely ruined my reputation in the industry. 

 

16. While it may be merely ironic to others, it is painful to me to note that the people who 

directed my suspension, investigation and prosecution in a disciplinary hearing have 

all left the PIC in some disgrace after the allegations of “James Nogu”. Insofar as 

what “James Nogu” alleged in his emails, have largely panned out to be true. This is 

evident from the fact that the CEO no longer at the helm of the PIC and the majority 

of the conflicted Executives are gone and the remainder of Board members so lost 

the confidence of the Minister that they too were asked to resign. All who are left is 

the Acting CEO (Ms. Matshepo More), the Executive Head of HR (Mr. Christopher 

Pholwane) and the Law Firm (ENS Africa), instructed by who knows whom in the 

PIC, to continue my legal persecution in the Courts. 
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INCONSISTENCIES RELATING TO Ms. VUYOKAZI MENYE’S SETTLEMENT 

 

1. The PIC paid the Executive Head of IT a settlement of approximately R7.25 million, 

which is equivalent to 29 months’ salary despite her being with PIC for a period of 18 

months. This amount is irregular and is tantamount to bribery. 

 

2. The settlement triggers the following inconsistencies with the PIC disciplinary 

process: 

i. The main allegations on the charge sheet of both Mr 

Mayisela and Ms Menye were the same – however, PIC 

decides to settle only with Ms Vuyokazi Menye and to 

dismiss her subordinate (myself), on the same allegation. 

 

ii. The letter of reference that was issued to Ms Menye by PIC 

subsequent to her acceptance of the settlement, states 

that: 

 

“no misconduct was found on Ms Vuyokazi Menye’s part”  

 

yet her subordinate, who was charged with the same main 

allegation as Ms Vuyokazi Menye, is found guilty of 

misconduct. 

 

CONCLUSION 
I have prepared this statement in accordance with the request of the legal team of the PIC 

Commission of Inquiry. It may not reflect the full extent of employee victimisation that exists 

at the PIC, but it does certainly highlight the ill-treatment and unfair dismissal that I had to 

endure during my short-lived tenure at the PIC.  

 

The entire tormenting process, that spans from my precautionary suspension within a mere 

2 months, leading to my dismissal, encompassed the hallmarks of a witch-hunt exercise with 

a clear concerted effort to deflect attention away from the main allegations levelled against 

the CEO to finding people that can be used as scapegoats. Unfortunately, I was that 

scapegoat. 
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I cannot stress enough how unique the circumstances were in which I found myself. Within 

weeks of joining the PIC, I stumbled into a cover-up directed by my CEO, overseen by a 

weak and perhaps complicit Board, to discredit serious allegations of wrong-doing against 

him. In my dealings with the Police at his instruction, I came to understand what was 

happening and was forced to choose between the easy course and the hard one.  

 

The easy road was to play my role in the hunt for “James Nogu”, ignore my misgivings and 

conscience and thus become part of the fabric of state capture and corruption rife in my 

Country, South Africa, at the time. The hard route was to risk dismissal and worse to further 

an official Police investigation into credible allegations of wrong-doing at my new employer.  

 

I made a choice, trusting that invoking the Protected Disclosures Act would assist me if need 

be. This choice had terrible consequences for me personally, my family, and for my career. 

This is primarily because the Chairperson of my hearing (Adv. Cassim SC) found that he had 

no jurisdiction to consider a whistleblower defense and confined himself to narrow contract 

law considerations.  

 

I am nevertheless content with the choice I made of being a good citizen and I do not regret 

it in any way. 

 

I state categorically that I have not committed any misconduct at the PIC. My initial 

engagement with the Police were as per the mandate of the CEO. My further engagements 

with the Police were in line with the PIC Fraud, Nepotism and Corruption Policy, Protected 

Disclosures Act (PDA), and Prevention and Combating of Corrupt Activities Act (PRICCA).  

 

In view of the above, I would like the PIC Commission of Inquiry to recommend a 

reinstatement into my previous position of Senior Manager: Information Security, Risk and 

Compliance. 

 

I reserve the right to supplement this statement at a later stage. 
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Compiled by: 

 

___________ 

Simphiwe Mayisela (Mr.) 

27th February 2019 


